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EDUCATIONAL FACILITIES:  RESPONDING TO AN ACTIVE SHOOTER 
 
(U) On 12/14/2012, a man forced his way into the Sandy Hook Elementary School in Newtown, Connecticut, and killed 
20 children and six adults before turning the gun on himself.1  This horrific event reminds us that active shooters can 
strike anywhere and at any time.  An active shooter is defined as a person who is engaged in killing or attempting to kill 
individuals in a confined, populated venue.  Often, an active shooter’s intended targets are randomly selected.  The 
incidents are unpredictable, evolve quickly, and are frequently over within ten to fifteen minutes.2 
 
(U) This event also reminds us that increased awareness and effective training can make us better prepared if we find 
ourselves in a situation involving an active shooter.  The U.S. Department of Homeland Security (DHS) provides 
information regarding how to respond to active shooters for distribution to law enforcement, emergency responders, 
and civilian personnel. 
 
HOW TO RESPOND WHEN AN ACTIVE SHOOTER IS IN YOUR VICINITY 
 
(U) Quickly determine the most reasonable way to protect your own life.  Remember that students are more than likely 
to follow the lead of administrators, teachers, and staff during an active shooter situation.  

 
1. Evacuate – if there is an accessible escape path, attempt to evacuate the premises 

a. Have an escape route and plan  
b. Leave your belongings behind 
c. Keep your hands visible 
d. Follow the instructions of any police officers you encounter 
e. Do not attempt to move wounded people 
f. Call 9-1-1 when you are safe 

 
2. Hide out – if evacuation is not possible, plan for a place to hide where the active 

shooter is less likely to find you 
a. Be out of the active shooter’s view 
b. Protect yourself and others by utilizing an office or other room with a lockable door 
c. Do not trap yourself or restrict your options for movement 
d. Lock the door and blockade with heavy furniture 
e. Silence your cell phone and remain quiet 
f. Hide behind large items (i.e., cabinets, desks) 
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3. As a last resort, and only when your life is in imminent danger, attempt to disrupt and/or incapacitate the active 
shooter 

a. Take aggressive action against the shooter 
b. Utilize improvised weapons 
c. Be committed to your actions 

 
HOW TO RESPOND WHEN LAW ENFORCEMENT ARRIVES 
 
(U) Law enforcement’s goal is to stop the active shooter as soon as possible.  Officers will proceed directly to the area in 
which the last shots were heard.   

 
• Remain calm and follow the instructions of police  
• Put down any items in your hands (i.e., bags, jackets) 
• Immediately raise hands and keep them visible 
• Avoid making quick movements toward officers such as attempting to hold on to them for safety 
• Do not stop to ask officers for help or direction when evacuating, but instead proceed in the direction from 

which officers are entering the premises 
 
(U) The first officers to arrive on the scene will not stop to help injured persons.  Expect rescue teams comprised of 
additional officers and emergency medical personnel to follow the initial law enforcement response.  These rescue 
teams will treat and remove any injured persons.1 
 
(U) Once you have reached a safe location or an assembly point, you will likely be held in that area by law enforcement 
until the scene has been stabilized and all witnesses have been identified and questioned.  Do not leave the safe location 
or assembly point until law enforcement authorities have instructed you to do so.1 
 
(U) The full document is available at: http://www.dhs.gov/xlibrary/assets/active_shooter_booklet.pdf.  For additional 
information regarding active shooters, DHS offers online resources, including independent study training, print 
materials, and a virtual roundtable at: http://www.lpinformation.com/active-shooter.  Also, the Federal Emergency 
Management Agency (FEMA) offers an independent study course specifically designed for managers and employees.  
The course can be found at: http://training.fema.gov/EMIWeb/IS/is907.asp.   
 
EDUCATIONAL FACILITIES 
(U) Most educational facilities are not fortified structures with multiple layers of security and fall into the “soft target” 
category.  “Soft targets” are historically appealing to active shooters since they are largely unprotected facilities or areas 
that are easily accessible to the public.  Schools around the nation are protected differently as there are currently no 
regulated, national standards for school security.  In addition to being easily accessible, schools offer a large group of 
people congregated in one place.  Across the nation, more than 55 million children attend elementary and secondary 
schools each day during the school year.3  In Pennsylvania, approximately 1,813,773 students were enrolled for the 
2011-2012 school year.4       
 
(U) By understanding the threat, implementing comprehensive security measures, training teachers and staff, as well as 
reviewing and exercising emergency plans regularly, schools can harden themselves and decrease their vulnerability.   
 
Buildings and Perimeter 

• Have a comprehensive emergency plan that includes natural disasters and acts of violence 
o Have specific procedures laid out for bombs, bomb threats, active shooters, hostage situations, 

kidnappings, and chemical and biological terrorism 

http://www.dhs.gov/xlibrary/assets/active_shooter_booklet.pdf
http://www.lpinformation.com/active-shooter
http://training.fema.gov/EMIWeb/IS/is907.asp
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o Review the plan often and make changes as needed 
o Exercise and test the plan on a regular basis 

• Designate a parking area for visitors, students, and family members; register employee and student vehicles, 
and monitor all parking areas 

• Routinely inspect buildings and the perimeter 
• Install surveillance cameras on the perimeter and at all entrances and exits 
• Secure roof hatches and eliminate structural items facilitating easy access to the roof 
• Secure windows – especially at the end of the day 
• Have classroom doors equipped with locking devices to prevent intruders and to provide a safe area for students 

and employees to shelter-in-place 
• Control access to the building 

o Reduce the number of accessible doors 
 Use reinforced glass in doors and around the office 
 Use reinforced doors in all areas with access to students 

o Require visitors to sign in and wear a visitors badge 
 Stress the importance of employees greeting and challenging strangers on the premises 

o Maintain detailed and accurate records 
• Have emergency communications readily available (two-way radios, cell phones, etc.) and have back-up 

batteries 
o Have a public address system and test it regularly 
o Have an emergency communication system set up to notify parents 

 Designate an area for parents to gather in the event of an emergency – should be a reasonable 
distance from the incident 

• Stress the importance of keeping areas around the building clear for emergency 
personnel 

• Secure sensitive information 
 
Staff, Students, and Parents/Guardians 

• Provide all with instruction and training for an emergency event 
o Review lockdown procedures 
o Provide safe areas to shelter-in-place 
o Exercise and test the emergency plan frequently with everyone 

• Encourage heightened awareness and the reporting of suspicious activity 
• Train custodial, maintenance, and grounds personnel on identifying suspicious packages, items, and people 
• Regularly review emergency plans involving school buses with bus drivers 
• Evaluate and strictly enforce employee screening processes 
• Invite local police, emergency service providers, and other first responders to review your plans for suggestions 

and changes5 
 

RECOMMENDATIONS AND CONCLUSION 
 

(U) The Pennsylvania State Police is not aware of any credible or specific threats to educational facilities in the 
Commonwealth.  Educators should remain vigilant and report any suspicious activity to their local police department.  
To reduce their vulnerability, facilities should implement comprehensive security measures to ensure that their students 
and staff are protected.  Emergency plans for multiple types of dangers should also be in place and trained for by 
students and staff on a regular basis.   



 

 

Page 4 of 4 UNCLASSIFIED 
 

 
(U) The best way to ensure an effective response to an active shooter by law enforcement, emergency responders, 
security personnel, and employees is to create an Emergency Action Plan and train accordingly.  One of the most 
beneficial training methods is through participation in mock active shooter exercises.  Preparedness and prevention are 
key components in the quest for appropriate reactions to an active shooter. 
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